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INVENTORY

DomainGuard's approved asset
tracking helped a food industry
organization identify approved
assets in another continent.

An investigation followed to
determine why the organization
had approved assets in Asia.

ASSET
DOWNTIME

DomainGuard monitoring
identified a security certificate
misconfiguration in a
manufacturing organization's
main website, which caused
their primary customer facing
site to be down.

Phishing is the number one
cause of breaches.
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FRAUD
PREVENTION

DomainGuard helped an online
retailer identify fraudulent
e-stores impersonating the
retailer's brand and products.

The cloned sites promoted the
retailer's products at a discount.
Unfortunately, it was a fake
website used by attackers to
harvest customer credit card
data.

PHISHING
PREVENTION

DomainGuard helped a credit
union identify and block a
lookalike phishing domain
before it was used in a targeted
attack against their empolyees.

DATA
LEAKAGE

DomainGuard helped a water
company identify a vulnerable
system that could allow a
remote attacker to view and
delete system records.
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A regional bank in New Jersey hired DomainGuard to help them with a phishing and fraud problem.
Cyber criminals cloned the bank's main website and were using the cloned sites for nefarious purposes
that could negatively impact the bank's brand and their customers.

Within the first week of service, DomainGuard identified and took down 50 malicious websites. The
bad actors have significantly reduced their attack efforts as they know their sites are being identified
and taken down as soon as they show malicious intent.
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Fraudulent Sites
Attackers cloned the main Hired Us
website of a regional bank The bank hired
based out of New Jersey, DomainGuard and

USA and created over 50
fradulent sites.

within the first week, 50
malicious websites were
identified, taken down, and
reported.

Attackers Giving Up?

N1 While DomainGuard continues to

’ identify fraudulent sites for this bank, the

’ occurrences are few and far between.

% Attackers know targeting this bank will

“ result in their demise, as DomainGuard
can quickly identify and take down the
malicious sites, costing them time and

Monitoring money in the process.

DomainGuard continuously

guards the bank's Domain

for future threats.
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Our Tiers

Each tier up is inclusive of the prior tiers. Owl provides you with our core monitoring service while
Guardian provides you with Owl, Shield, and Guardian.
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OWL GUARDIAN SHIELD
CORE MONITORING SUPPLEMENTAL SERVICES BORDERLESS PROTECTION
SERVICES

e Owl Included
e 24/7 Monitoring

e Shield Included e Owl Included
* Lookalike Domains e  Attack Surface Monitoring e App Stores
* New Domains e Advanced Threat Simulation e Social Media
* Sub-domain Takeover e Integration Analysis e Search Engine Scans
*  Certificate Expiration e  Phishbox e Search Engine Ads
¢ Unlimited Takedowns e Security Concierge e Dark Web
¢ Weekly Reports e Beta Features e Key Employees

e Platform Access
e Malist Threat Feed

OWL

Owl is our core domain

SHIELD

Shield enhances protection
monitoring tier and where we by focusing on guarding
recommend most clients start. your brand on social media

Owl protects your organization platforms, app stores, and

from lookalike domain threats search engines. Attackers

and allows you to view and abuse these platforms to

manage takedowns. falsely represent your brand.
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